Listing 1

// Server-side PHP code.

// $submission holds the data for a submission that

// was retrieved from the server.

$description = $submission[‘description’];

// In the heredoc, the description is put in its

// own variable to make formatting easier.

$js = <<< JAVASCRIPT

new_description = ‘<br/>$description<br/>‘;

document.getElementById(‘item_descr’).setInnerHTML(new_description);

JAVASCRIPT;

add_JavaScript($js);

// Client-side JavaScript.

// Handles the response returned by the script of above PHP code.

function handler(response){


eval(response.responseText);

}

// The exploit, what the attacker might enter as the description.

I found this submission interesting...’); alert(‘gotcha!’);

Listing 2

// Server-side PHP code

//Create the JSON and use header() to send it

// in the response.

$description = $submission[‘description’];

$json_array = array(‘new_descr’ => $description);

$json = json_encode($json_array);

header(“x-json: $json);

// Client-side JavaScript AJAX response handler

// Looks for ‘new_descr’ in the JSON and manually

// updates the DOM, without any eval!

function handler(response){


json = evalJSON(response);


if( json.new_descr ){



document.getElementById(‘item_descr’).setInnerHTML(json.new_descr);


}

}

Listing 3

class BasicValidation

{


static $simple_string_regex = “/[A-Z0-9\\-\\’\\”\\!]{1,15}/i”;


static function simple_string_match($str)


{



return preg_match(self::$simple_string_regex, $str);


}

}

