Listing 1: Secure Hello World Service with the Container-Managed Security and SPNEGO Authentication Mechanism

<security-constraint>

    <web-resource-collection>

        <web-resource-name>Secure HTTP Services</web-resource-name>

        <url-pattern>/http/helloWorldService</url-pattern>

    </web-resource-collection>

    <auth-constraint>

        <role-name>SASWebUser</role-name>

    </auth-constraint>

</security-constraint>  

<login-config>

    <auth-method>SPNEGO</auth-method>

    <realm-name>helloWorld</realm-name>

</login-config>

<security-role>

    <role-name>SASWebUser</role-name>

</security-role>

Listing 2: Kerberos Configuration Information

[libdefaults]

   default_realm = BCI.SAS.COM

   default_tkt_enctypes = des-cbc-md5 rc4-hmac

   default_tgs_enctypes = des-cbc-md5 rc4-hmac

   kdc_default_options = 0x54800000

   forwardable  = true

   udp_preference_limit=1

[realms]

   BCI.SAS.COM = {

        kdc = bcidcvm01.bci.sas.com:88

        default_domain = bci.sas.com

   }

[domain_realm]

   .bci.sas.com = BCI.SAS.COM

[appdefaults]

   kinit = {

        renewable = true

        forwardable= true

   }     

Listing 3: Commons40NegotiateHttpInvokerRequestExecutor

package com.sas.security.auth;

import java.io.IOException;

import java.util.Arrays;

import java.util.Collections;

import org.apache.http.HttpResponse;

import org.apache.http.client.HttpClient;

import org.apache.http.client.methods.HttpPost;

import org.apache.http.client.protocol.ClientContext;

import org.apache.http.impl.client.DefaultHttpClient;

import org.apache.http.protocol.BasicHttpContext;

import org.apache.http.protocol.HttpContext;

import org.springframework.remoting.httpinvoker.HttpInvokerClientConfiguration;

public class Commons40NegotiateHttpInvokerRequestExecutor extends Commons40HttpInvokerRequestExecutor {


public Commons40NegotiateHttpInvokerRequestExecutor() {



super();


}


public Commons40NegotiateHttpInvokerRequestExecutor(KerberosHttpClient40FactoryBean khc) {



HttpClient hc = (HttpClient)khc.getObject();



this.setHttpClient(hc);


}


public Commons40NegotiateHttpInvokerRequestExecutor(HttpClient httpClient) {



super(httpClient);


}


protected HttpResponse executePostMethod(




HttpInvokerClientConfiguration config, HttpClient httpClient, HttpPost postMethod)




throws IOException {



return getHttpClient().execute(postMethod, createHttpContext((DefaultHttpClient)getHttpClient()));


}


protected HttpContext createHttpContext(DefaultHttpClient httpclient){



HttpContext context = new BasicHttpContext();



context.setAttribute(





ClientContext.AUTHSCHEME_REGISTRY, 





httpclient.getAuthSchemes());



context.setAttribute(





ClientContext.AUTH_SCHEME_PREF, 





Collections.unmodifiableList( Arrays.asList(new String[] {







"negotiate",







"ntlm",







"digest",







"basic" 





}))



);



context.setAttribute(





ClientContext.COOKIESPEC_REGISTRY, 





httpclient.getCookieSpecs());



context.setAttribute(





ClientContext.COOKIE_STORE, 





httpclient.getCookieStore());



context.setAttribute(





ClientContext.CREDS_PROVIDER, 





httpclient.getCredentialsProvider());



return context;


}

} 

Listing 4: KerberosHttpClient40FactoryBean

package com.sas.security.auth;

import java.security.Principal;

import org.apache.http.auth.AuthSchemeRegistry;

import org.apache.http.auth.AuthScope;

import org.apache.http.auth.Credentials;

import org.apache.http.impl.auth.NegotiateScheme;

import org.apache.http.impl.auth.NegotiateSchemeFactory;

import org.apache.http.impl.client.DefaultHttpClient;

import org.springframework.beans.factory.FactoryBean;

import org.springframework.beans.factory.InitializingBean;

public class KerberosHttpClient40FactoryBean implements FactoryBean, InitializingBean {

    private DefaultHttpClient httpClient = null;

    private String sunSecurityKrb5Debug = "false";

    public Object getObject() {

        return httpClient;

    }

    public Class getObjectType() {

        return DefaultHttpClient.class;

    }

    public boolean isSingleton() {

        return true;

    }

    public void setSunSecurityKrb5Debug(String input) {

    
sunSecurityKrb5Debug = input;

    }

    public void afterPropertiesSet() throws Exception {

    
if (System.getProperty("java.security.auth.login.config") == null)

    

System.setProperty("java.security.auth.login.config", "login.conf");


if (System.getProperty("java.security.krb5.conf") == null)



System.setProperty("java.security.krb5.conf", "krb5.conf");


if (System.getProperty("java.security.krb5.debug") == null)


    System.setProperty("sun.security.krb5.debug", sunSecurityKrb5Debug);


if (System.getProperty("javax.security.auth.useSubjectCredsOnly") == null)


  System.setProperty("javax.security.auth.useSubjectCredsOnly","false");


NegotiateScheme.setSTRIPPORT(true);


//NegotiateScheme.setSPNEGOCREATE(true);


//NegotiateScheme.setSpengoGenerator(new BouncySpnegoTokenGenerator());


httpClient = new DefaultHttpClient();


AuthSchemeRegistry authSchemeRegistry = httpClient.getAuthSchemes();


authSchemeRegistry.unregister("basic");


authSchemeRegistry.unregister("digest");


authSchemeRegistry.unregister("NTLM");


authSchemeRegistry.register("Negotiate", new NegotiateSchemeFactory());


//

authSchemeRegistry.register("NTLM", new NTLMSchemeFactory());


//

authSchemeRegistry.register("Basic", new BasicSchemeFactory());


httpClient.setAuthSchemes(authSchemeRegistry);


Credentials credentials = new Credentials() {



// @Override



public String getPassword() {




return null;



}



// @Override



public Principal getUserPrincipal() {




return null;



}


};


httpClient.getCredentialsProvider().setCredentials(




new AuthScope(null, -1, null),




credentials);


}

}

